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I know
that/how
to...

I can explain what is
meant by the term
‘identity’.

I can explain how people
can represent themselves
in different ways online.

I can explain ways in
which someone might
change their identity
depending on what they
are doing online (e.g.
gaming, using an avatar,
social media) and why.

I can describe ways people
who have similar likes and
interests can get together

online.

I can explain what it means
to ‘know someone’ online
and why this might be dif-
ferent from knowing some-
one offline.

I can explain what is meant
by ‘trusting someone online’,
why this is different from
‘liking someone online’, and
why it is important to be
careful about who to trust
online, including what infor-
mation and content they are
trusted with.

I can explain why someone
may change their mind
about trusting anyone with
something if they feel nerv-
ous, uncomfortable or wor-
ried. I can explain how
someone’s feelings can be
hurt by what is said or
written online.

I can explain the importance
of giving and gaining per-
mission before sharing things
online and how the princi-
ples of sharing online are the
same as sharing offline (e.g.

sharing images and videos).

KS2 - E-Safe

I can explain how to
search for information
about others online.

I can give examples of
what anyone may or may
not be willing to share
about themselves online. I
can explain the need to be
careful before sharing
anything personal.

I can explain who some-
one can ask if they are
unsure about putting
something online.

I can describe appropri-
ate ways to behave
towards other people
online and why this is
important.

I can give examples of
how bullying behaviour
could appear online and
how someone can get
support.

| can demonstrate how to
use key phrases in search
engines to gather accurate
information online.

| can explain what auto-
complete is and how to
choose the best sugges-
tion.

| can explain how the
internet can be used to
sell and buy things.

I can explain the differ-
ence between a belief, an
opinion and a fact and can
give examples of how and
where they might be
shared online (e.g. in
videos, memes, posts,
news stories).

| can explain that not all
opinions shared may be
accepted as true or fair by
others (e.g. monsters
under the bed).

| can describe and demon-
strate how we can get
help from a trusted adult
if we see content that
makes us feel sad, uncom-
fortable worried or fright-
ened.

| can explain why spending
too much time using tech-
nology can sometimes
have a negative impact on
anyone (e.g. mood, sleep,
body, relationships).

| can give some examples
of both positive and nega-
tive activities where it is
easy to spend a lot of time
engaged (e.g. doing home-
work, games, films, vide-
0s).

| can explain why some
online activities have age
restrictions, why it is im-
portant to follow them and
know who | can talk to if
others pressure me to
watch or do something
online that makes me feel
uncomfortable (e.g. age
restricted gaming or web
sites).

I can describe simple
strategies for creating and
keeping passwords pri-
vate. I can give reasons
why someone should only
share information with
people they choose and
can trust. I can explain
that if they are not sure or
feel pressured, they should
tell a trusted adult. I can
describe how connected
devices can collect and
share anyone’s infor-
mation with others.

| can explain why
copying someone
else’s work from the
internet without
permission isn’t fair
and can explain what
problems this might

cause.

Vocabu-
lary

Identity, online, avatar,
reputation, username, online

reputation,

Sharing, trusted adult, online,
trust, respect, consent, permis-

sion

Search, incorrect, inaccurate,
official, information, infor-
mation, online, share, profile,
username, trusted adult,

discussion, response, online

Response, power, responsi-
bility, positive, negative,
Cyberbullying, follower,
add, block, report, support,

safety, happy

Autocomplete, suggestion,
predlctlon, fact, opinion,
belief, source, share, opinion,

fair

Happy, healthy, trusted adult,
age restriction, PEGI, ability,
violence,

Safe, wifi, devices, infor-

mation, passwords, trustwor-
thy, private, adverts, connect-
ed, collect, share, information,

targeted

Copyright, breach, copy,
save, document, digital

artwork,




